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BRIDGING TH  GAP BETWEEN IT& QA

LANGUAGES. | 'DATABASES
COBOL - . _PL/SQL Ffis s vy
EASYTRIEVE ORACLE 4 'MAINFRAI\/IE |
ASSEMBLER MYSOE. = o LIMVS
REXX . |POSTGRES' s SOLAR,IS .
JCL - [DB2. = o | 1FEDORA
ISAM oL ICENTOS -

C/C++ MS sQL SERVER o WINDOWS
JAVA TN
TCL
PERL e

| g HARDWARE
ANT < - =< .| | INTERFACE
MAKE 1 BROT . SUN T2000

OTOCOLS V480
CORBA D2 DISK ARRAYS
SECURITY SS7
' OIP
PEN-TEST I £k STANDARDS
VULNERABILITY RESTful .
GOVERNANCE e CMMi
NIST

IEEE

- TOLERANCE, REDUNDANT ARRAYS, CHANGE
MANAGEMENT | = |

: END2 END SLC \

F» W-MODEL

(REGULATORY-

OPERATIONS ' |
N _y |INDUSRTY

METHODOLOGY. 2421 CFRPT 11

‘AGILE’ ke L ODPRAS

UML
OOAD’
RAD -
DSDM

QUALITY pr—
MANAGEMENT o ;

)\ CSV PROJECTS
MEASUREMENT S |
OPTIMISATION. | |
AUDIT |  [SOPAUTHORING
SOP AUTHORING

| s

| [VENDORSLC
| IMPROVEMENT
é

IT & QA & COMPLIANCE IS A
LAYERED APPROACH

.= 'iﬁ.w. - \
" PRAT

;o _.»’”ComIQ’;Iex_Sy

EM POWERM ENT QUALITY ENGIN EERING

ADVICE & RESEARCH

|
AUDIT TRAINING g
AUDIT
COMPLIANCE & I
VENDOR :

2
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~ "Applymg ‘Assurance’ to support RBAZ:’ o ‘ ;
- Context o ok N -
s Qeconstructan tlne QMS
. CSA

* Assurance

1 Momtorlng = QMS remit

» Software productlon Ime momtorung
e Examples o
*  Summary

=

NP quality engineering

www.empowermentge.com



" B ‘ -;;‘ 24
2R o g “ ',‘ .Y
: =&
2 L

4_ 2: .':..-?:

Reconstruct the QMS

}.?"r; \-.. ~,A 2

Rpe ;
4-4‘... = e

De(med set o( processes tlnat make your busmess run kow it is supposed to
: Poluoes, processes 'z“ procedures to elevate customer satus€actnon

Bene(uts |

+ Elevated consistency standardization of processes i‘\ (so(tware
product) outputs.

» Reduced errors % increased operatlonal efficiency.

s |mproveo| customer satisfaction via quality product & services.

* Continuous evaluation & improvement of organisation operations.

A N
< A2 ’ Gl N quality engineering
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Reconstruct QM

ke qe-é.

The QIV\S manages tlne So(tware Lnfeq/cle SLC
Tlne SLC 3 tlﬂe Sofcwnre productuon Line - SPL

Tke SPL defines tlne Ievel of So(tware Product Quallty SPQ

=

NP | quality engineering
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Reconstruct Ty eS“

QMS Types

' Standardused 9ystems

1SO C10003 qOOl Atanlored (or sm‘tware productnon i( maintenance

| Total Qualuty I‘/\anagement focus on customer satus(actnon by every employee

Lean: reduce waste from inefficiencies. Focus on process optimisation.

6 Sigma: Use data driven techniques in pursuit of near perfect products &

services

=
N | quality engineering
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i Software Production Line 8

Operational
Maintenance

QMS: a lifecycle process.
~ This product is software.
The lifecycle processes is a software production line \

The better the production line the better the So(tware product quality
» | =

N | quality engineering
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jQIV\S Measurement
- CAPA manag'ement. |

But not software

ICH E6 1_22 ~ uniformity... e

Internal audit

Focus on test documentqtion

Doesn’ t cover SPL process.
Software production line

qualutz not mdependently
‘managed’

Reliance on vendor teSting

Often too focused on UAT
compliance...
| =
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£ Gundance on SyStem Categorlzatlon based on |no||VIo|u0\| (—'eatures
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Sectnon B Determme the RBA

. lolentnfy (oreseeable Software Callurcs, aSSouated nsk select g per(orm
assumnce actuvutues ' o s U |

. ConSider factors to prevent the system functioning as intended

* |Incorrect configuration.
o Securuty

. Data transfer and stomge
e Operator error.

=

. Di((erentiate aCtiVitieS between riSk Se\/erity. | NP | quality engineering
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: Test case documentatuon 9ranularuty (un)scrupted testmg

=
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. Su((uuent ob)ectuve evudence to demonstmte so(tware
(unctlons as mtended . |

. 'Descrubes tke structure of objective evidence record
with associated outputs

* Followed by (un)scripted examples.

=

NP quality engineering
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FDA’ S CSA m use
. Large plnarma pnlot 23/2‘4

. 30% sclneclule reductnon
v Uliiown i product quality improved?

o Getting to the same destination
+ But more economically.

=
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Software Product Quality?

It would be great if we could get a sense. o(
software product qua\luty....

B

N | quality engineering
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. Other ways to mohcate |now Quallty System decrease o(
risk of failure... . :

prooluctnon actuvntnes, personnel & process to ensure
mtegrlty

Leverage vendor SLC  elicit what scope of work to do.
Process monitoring to detect issues: critical parameter
monitoring, proCess output test.

Data collected by software (unctuons (e9 l0gs).

Bu tracker tool use / automatlon test for O\SSurO\nce
|terat|ve f Continuous test throughout SLC.

Sectaon C Conswler appropnate assurance actwataes

Process/Train

Suppler evidence
Monitoring

Monitoring
N\onitoring
Monitoci‘(\g

NP quality engineering
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analyse & ellmmate non.
conformities € es)

. - ~-|SO 9001-3 LHHB analyS|S of root cause of

non Con(orrmtles...(as) input to PA..

in(ormation to -

reverse
unfavorable trends in metric levels may be
considered as PA. '
» |SO 9001 2015 913 Analysis & Evaluation:
e Conformity of (software) hprooluct.
»  Measure the performance % effectiveness of
the QMS (Software productlon ||ne)

’ - " . . \J o ST Tt e
) s 5 g W -
SRR O PRI vt SIS eBa 2R
~ - Ny ’. 4
O T =5 L5 5 D] \ 67 "
“ % ) . - .
- PR ARl 44 “
<
3,
v RS
M‘ Al l
‘
' no e
v 7. -
G o il S Y
-~ ~ ) 204 2. 3 x
3 . — — T s o e X 5
> o~y
> Y.

Apply management via quantltatlve analysis
5 levels of maturity:
= |ni,ti.'a|:. None}
2 - Managed: measurement 2 analysis.
3 — Defined: process instruction.
Y — Quantitatively managed: process
performance. |
5 — Optimising: causal analysis &
resolution.

B
NP quality engineering
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2023/ Zq Audat Fmdmgs

.« QMS: e s
. (Some) ISO accreduted / more ‘aollnereol’ to ISO _

Scope: Iargely (ocuseol on documentatlon from formal test pl«ase
' Monltormg Mostly on CAPA management. |

Internal Audit: Did not include QPL processes.

. (Some) SPL instruction: “off- QIV\S” in web pages — Parallel Management System '

* Documentation: *Abstract’ and localised to a test activity.

* Validation report: Documentation approved by QA.
» Test report: ‘50’ tests: Defects will be fixed. QA approved.
Does it answer the question of reducing the risk of failure? =

NP | quality engineering

Metrics - shared during audit. — levels of quality. : www.etpowermentde.com



Bl - Bae 0 i o
Saftware Product Qu._gxlﬁat\ B

Defect Metncs are most lnkely to be avmlable

. De(ect category (data, usabnlnty, error kandlmg)
» Root cause distribution chart (across tlne SPL processes) v
o Defect dnstrnbutnon(\features)
« Defect Detection Point (where a defect is found)
+ Defect severity
e Number of defects
» Time (remediation)
~« Time (schedule)
* Scope of change
» Satisfaction metrics et
« SLA metrics o | ' . ~

. ; s . o

quality engineering
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. Overal Defect Trend

A DefectsPer Year ' =2 DecreaSing' defect Count, indicatES:
2022 | 2023 2024 | ot |mprovin9 software production line
: 6mths oo et fectiveness. ‘

162 | 110 | 43 | .+ 'lmproving software product
' e quality.
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CTMS Automatmn Tool

. De(ect Trenol Per Key Feature

Defects Per Year

| T'o“tall o

. Percent

Feature | 2022 »2023 2024

R 136 - 43% 70 39 27
B 13 4% 4 1
C 15 4% 9 Fohl 1
D 11 4% 7 3 1
E 20 6 10 10 0
F 59 19 36 18 5.

L De(ectli érend decréasing, except:
» Feature B: 100% increased 2023
e Feature E: no improvement 2023,

Good: Outliers for changes/patches: RBA

=N
N | quality engineering
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Hu;pherl RCA SPL Change

——%- S

Ry e by

1 a 2 e

. X 1 A >
< IR i Sy Sils S
i BAENS- - V- 3 S

CTMS Automataon Toolf'

RCA _T' > 'Bug{a Percent | zozza 2023 | 2024

External System | 29 | =% e g2k 3 Increase in customer automation scope of the system
Behaviour not e e ok ‘ under test — more complex scenarios are chaIIengmg
Understood | =~ =~ e | , | the tool. % |

- I'nadé-q uate TeSt 89 28% 38 11 Review the current testing Strategy — how to shift left,

‘trend tests that were miSsi»ng (that customers found)
| and deploy

Scenario not 105 33% A3 ot A 22 Shift Left: Int_roducé formal system testing phase to SLC
considered | —include scenario flow testing based on common
. _ ~defect process flow.
Other RCA - B g = = ~ | Remaining metrics not displayed for expediency
RCA is a positive indicator measurement focus. -~

< AZ . L NI quality engineering
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. Analys|s rem(orced SPL Gaps .
- Feature B has a greater rnsk of (aulure“
_-' Feature £ lnas risk of failure.
Complex process flow use increases the risk o( failure.
“ More focus in tlnese areas / scenarios durlng change controls and tool use.
 Increased supplier collaboratuon for more complex scenarios.

« Simple’ use of system is low risk.
e Reduced effort in C|nange controls: apply regression cycle.

=
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;P’V,‘__Sy‘stem‘: customers paised defects

Release Customer Performance |
Defects

Overall downward trend of defects getting
into customer’ s domain

=

NP | quality engineering

www.empowermentge.com



.- "*~’ -

'5‘#&1;}. ',-. T

: "-;' . “ ": & .~ - ) ; ; 2

E‘ :':--fa- :

3 / R - S

= CA % A > - QAR B
o ,4 = @ g LN oy 4 &
i Ay LT AL L B )

\".“P"e" 2 DeFect SeventY Tren'dw

Chart Title

Defect

- High  Medium Low|
severity total

64 224 51
19% 66% 15%

i Ob)‘ective eVidence collaborated discussion of
RBA - targeting of High severity failures.

B
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PV System

Chart Title

Grand .
Release High Medium Low Total
3.1.1 13 63 15 91
3.1.2 6 16 13 35
3.1.3 13 53 69
3.1.4 40 72
3.1.4.1 48
3.1.5 11
3.1.5.1 13

314 3141

= High ™ Medium = Low

e Ob ective evudence collaborated discussion of
QBA - targetmg of H|9|r\ severity failures.

N
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> PV System: more customers = more system use
Avg days per Avg days per defect aised
Release defect raised
§3.1.1 1.9
83.1.2 1.9
3.1.3 1.7
3.14 3.9
3.14.1 4.2
3.1.5 4.3
3.15.1 10.2

311 3.1.2 313 3.1.4

3141 3.15 3151

-« lncreased quality trend across releases.

N
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PV System DaFFacult' features

o ETL ' Performaﬁcé “Aleres e 18% product de(ects across 3 feature areas
customer | Feature ~+ 8% related to performance.
A + Code review for release of database
| Total defects 10 connections. el e g
(339) ~» DB design review / restructure?
3% 7 -« PL/SQL tuning rules

* Performance testing at every SLC phase.
* Supplier has introduced a target as a CAPA.

* Cust: The features will result in more rigor.
\ izl
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lnternal ERP Prqect

Effort ‘ | Average .t ;-De(ect trenol IS 9Q|n9 down.

o Per release:

Release |, " |Total Cost |Count| . " | . Furtl«er analysis |
R1.9 $204,663.00 $938.82 . ‘-Avemge remeduatuon costs increased.
R1.10 $203,271.00 $1,081.23 " St e
IR1.11 $132,984.00 $1,072.45 | oy
Total $540,918.00 $1,020.60 RO s

o Further inv.eStigation...

Effort: percentage of total £ime spent on defects. »  Defects bei”9 detected, late...

Total (Defect) Cost: Appy effort to total cost of release. g8 ; Code released late into testing...

Count: Number of defects found durin9 SPL (pre : | 5 Developer estimation not tracked
| | | 1S Poor design approach..

» No integration test phase. ..

operations).

Average defect cost: calculated by dividing total cost by

P quality engineering
count. N

www.empowermentge.com
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DeFect Detectan Pomt
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Suppher e - At 0 Operations e "'.Tke Iess de(ects found in operatnons, the

Ident|f|es 90 L ‘;Ide.hvtifvies 7» . Hdentifies 3 " more eFFectlve Suppher g UAT are.
defects. o 1> |defects defects ‘

\ — e’ N e

—_— | | The less defects found in UAT q
DDP: 90% P | operations, the more effective the SPL is.
SECiciont - 99% Excellent - quality in all SPL
e N | Ly | ~ ~95% Good — | or 2 quality gap in SPL
DDP: 97% | vv_, <90% Poor — many gaps (delays/patches... )

efficient = | . * Capers Jones.
i Qemaining defects

| ** EmpowermentQE. L
3% ek : N | quality engineering
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Release SLC

& System 4.0 Dec-21 186 11

System 4.1 Nov-22 133 10

System
4.2 Mar-23 177 27

System
5.0 Dec-23 271 61

Operation
Version Date Defects Defect

Total = Quallty

since 2022

‘o Increased customers.
* No process instruction.
~« Missing system test function.
204 ' Lo Pm)ect Con(:lguratlon weak.

197

143

332

N
NP | quality engineering
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Measure SPL eFFectaveness , -
Not )uSt relnant on teStlng

Comment
Not reviewed by SQA function for this 5 bl |
URS project. Already signed off ‘ S l /
. . .
FRS Transferred Review information to tatlc ana YS|S lnSPeCtIOV\ Process
correct template. ‘ ® De(ect measures
SAO . . . ? Incorrect Review Template. |
{HLD ~ % Preventatuve (:OCUS
Delivery Doc Missing Beview Action List and ' | ® Comments
B (HO3) Information Form.
Missing Review Action List and A process ISSues (Or
SDP Information Form ~ 5
Also, version signed is 0.4 and not 1.0 SR |mPr0Vement.
STP To be signed off by Dev Magr. R
TSP Needs another review. SE
Performed and appear to be detailed. | P A e 2 N 2 ¢
Code Review Not following SQMS review template. . Ob)eCt“/e eVIde CE: SpL quallty
Needs to be enforced in projects. Story
" 2
NP quality engineering
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e o e e Hl9|n rusk (eatures oleluvereol in HOI
1.3.0 1.3.0 1.3.0 1.3.0 1.3.0 1.3.0 Qegressed across 2to 6 |

HO1 HO2 HO3 HO4 HOS Hoeg 't

- S S - 86 de#ects 96 51 % of total DDP
DDP% I R R R e e Corre5ponds with issues/gaps From

static analysis.

*  Prediction: |
-+ 3 defects remain latent in the release.
o Actual ‘
-+ Operations (3 months use) Y
*  Annual management review topic.

NP quality engineering
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Curse the darkness or Ilght ) candle
;= |ts your ch0|ce (Borls Belzer)

QMS Compllance may not equate to SpL over‘Slglﬂt
Supplner information may be maolequate s |
Need m(ormatuon to 9au9e tlne level of SPL e((ectnveness / SPQ

De(ect Metrncs AnalyS|S - N
- Provides additional layer(s) of information in Support for QBA
e Provides mslglnt into QMS effectiveness.
e More attention amongst suppliers.
» Economic theme is less subjective than ‘quality’ theme.

Defect tool label application can be erratic.
Some suppliers may be wary to share.
Start with your own measures.

" QEAN

Na

quality engineerin



Curse the_arkness or Ilght a candle
|ts your ch0|ce (Borls Belzer)

Approacln | e o
‘_' Start w|t|n valldatlon/operatlon measures
. .,-ff_«_,;.}.,Start small — select a small number of measurements & trend
~ these '
~+ Rationale — “explainability’ of motivation of measurement 5{
why it will be useful.
» Analyse the trends - over time & seek to interpret trends,
especially outliers. '

T hank you

" QEAN
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